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Online Safety Newsletter
Facebook:
Messenger rooms
Facebook are about to release
Messenger rooms which is a
group video chat for up to 50
people. You do not need a
Facebook account to be a
participant.
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Xbox 360 / Xbox One
Does your child have an Xbox? The Xbox can be used to access the internet so it is
important to set up appropriate parental controls based on your child’s age as well
as review what games they are playing on their console.

What games are they playing?
All games are given a PEGI rating upon release, you should use this PEGI rating to
check that it is suitable for your child to play. A PEGI rating tells you what age your
child should be to play that game e.g. aged 8+ or 16+.

The room creator must be
present for a call to begin and
is able to remove participants.

Visit https://www.askaboutgames.com/ to find out further information about any
games that your child asks to play. This useful site also provides additional guides
as well as suggestions for suitable games based on age.

Talk to your child about the
importance of not sharing any
private information. They may
not know all participants in a
room so if they do feel
uncomfortable at any point –
tell them to leave the room
straightaway. Make sure that
your child understands how to
report a room or participant if
necessary.

Parental Controls

As always, have regular chats
with your child about what
they are doing online. It’s
really important to make sure
that your child knows that they
should talk to you or another
trusted adult if they have any
concerns.
You can find out more about
Messenger rooms here:
https://www.facebook.com/he
lp/819584731857901

Both the Xbox 360 and Xbox One consoles include parental settings such as what
games can be played and how long your child can play on their console for.
 Xbox 360 console: https://support.xbox.com/help/xbox-360/security/xboxlive-parental-control
 Xbox One console: https://support.microsoft.com/engb/help/4482922/xbox-one-online-safety-and-privacy-settings-for-parents-and-kids

Xbox’s family safety app
In addition to the above parental controls, Xbox have now announced that a new
family safety app is currently available for preview and will be released fully later
this year. It includes features such as:
 Screen time limits
 Content filters – set filters based on age
 Play and communication settings – block all
access to play and communication with others, limit
access to “friends only.”
Full story here: https://news.xbox.com/enus/2020/05/27/xbox-family-settings-app-preview/
Users of this guide do so at their own discretion. No liability is entered into.
Current as of the date released 1.7.20.

Video lessons

OK Live App

Livestreaming

What is Ok Live?
Ok Live is a video streaming app which is rated
17+ by the App Store. This means the app is not
suitable for those under the age of 17. The app
allows you to watch livestream videos added by
other users from around the world.
Livestreaming is when you share and watch video
content in real time. Due to the very nature of
the app being live, a user may view unsuitable and explicit content. There is the
ability to complain about a video within the app if they view anything upsetting.

Why should I be concerned?






Users do not need to register to watch livestreams, however to use all
functions (e.g. to comment or upload livestreams) you must have an
account. To create an account you need to add a mobile phone number.
Broadcasts can be shown on a map, so if you allow the app to use your
location, it will show exactly where you are when streaming which raises
safeguarding concerns. If you choose to allow your child to use this app,
we would strongly recommend that location is disabled.
Comment facility may lead to contact from strangers
Livestreams are all recorded and then are available for users to watch at
a later date (unless deleted by the user). It’s important to talk to your
child about what they do share online.

Further information
Further information about livestreaming is available here:
 https://www.commonsensemedia.org/blog/parents-ultimate-guide-tolivestreaming

Dove Self Esteem Project
Dove have a whole host of articles, videos and activities on their website as part
of their self-esteem project, the aim of which is to boost the self-esteem of
young people. The free resources are designed to help parents communicate
with their children on a whole host of subjects including media ideals, the effects
of cyberbullying and social media.
https://www.dove.com/uk/dove-self-esteem-project.html

Childnet have released a series of
new videos to look at with your
child (aged 6-9 years old). These
videos include activities as well as
discussion points.
https://www.childnet.com/resour
ces/video-lessons

Activities to
develop digital
resilience
Parent Zone have highlighted six
activities that you could do with
your child online to develop their
digital resilience:
https://parentinfo.org/article/sixfun-online-activities-to-boostyour-child-s-digital-resilience

Short videos for
delivering online
safety at home
Thinkuknow have created this
page to support parents during
Covid-19. Every fortnight they will
release a new video presentation
to help you with online safety at
home.
https://www.thinkuknow.co.uk/p
arents/Supporttools/presentations-for-parents/

